I.. INTRODUCTION {#sec1}
================

Research is an area traditionally regulated by ethics rather than law. Even when it comes to research involving humans, there are only few supranational legal rules, though there are plenty of international ethics instruments.^[1](#fn1){ref-type="fn"}^ As to legally binding acts, there is the Oviedo convention^[2](#fn2){ref-type="fn"}^ with its additional protocol governing biomedical research specifically.^[3](#fn3){ref-type="fn"}^ However, the convention itself only touches upon the most basic questions of human research in the few articles that govern it,^[4](#fn4){ref-type="fn"}^ whereas only five EU Member States and total of 11 countries have ratified the additional protocol concerning research.^[5](#fn5){ref-type="fn"}^ Furthermore, both the Oviedo convention and its additional protocol only concern research that entails interventions on humans (ie human subject research), but not human data research (ie research entailing secondary uses of biospecimens and the data derived therefrom).^[6](#fn6){ref-type="fn"}^

In terms of research regulations on the EU level, although EU law does not govern human research *per se*---other than in regard to clinical trials on medicinal products for human use^[7](#fn7){ref-type="fn"}^---it does so via data protection law. The latter governs certain aspects of the use of personal (including genetic) data in research. Since the General Data Protection Regulation^[8](#fn8){ref-type="fn"}^ ('GDPR') was meant to harmonize data protection rules across the EU, one might assume that this would also render the regulatory context for personal data use in research more comprehensive and harmonized than it was under the data protection directive^[9](#fn9){ref-type="fn"}^ ('Directive 95/46/EC'). However, the outcome seems to be quite the opposite since the rules governing the research use of personal data will in a large part be subject to national laws (or other EU law) and thus remain fragmented, whereas compared to Directive 95/46/EC the rules regarding the issue of a possible intra-EU conflict of laws scenario have been omitted from the GDPR.

This article aims to analyse the question of applicable national law within the data protection framework specifically in the context of genetic research. Unlike the rather broad^[10](#fn10){ref-type="fn"}^ definition provided for 'genetic data' under Article 4(13) GDPR, the term 'genetic data' within the context of this paper will be used narrowly as referring to human DNA sequencing data. The phrase 'genetic research' will be used as referring to research making use of human DNA sequencing data. The focus on genetic research specifically is motivated by two major factors. First, it is the potential privacy implications of human DNA sequencing data that merit this choice, as such data can never be fully anonymized^[11](#fn11){ref-type="fn"}^ and as it has essentially boundless informational potential^[12](#fn12){ref-type="fn"}^ that sets this particular type of sensitive data apart from other types of personal data. Second, genetic research often entails cross-border cooperation^[13](#fn13){ref-type="fn"}^ and exchange of genetic data, thus even more so highlighting the practical relevancy of the issue of applicable law. For example, in rare disease research within the EU there is a highly likely need for genetic data to be collected from individuals from more than one Member State to form a sufficiently big dataset in order to make any scientifically valid conclusions due to the simple fact that the disease to be researched has a low prevalence.

The first part of the article addresses the practical relevancy of the dilemma of applicable national law in the context of genetic research, elaborating on the respective discretionary clauses in the GDPR that render the regulatory picture fragmented. The second part analyses the problem of applicable national law under the GDPR more generally, whereas in the third and final part of the article, it will be examined whether the conclusions made in the previous section in regard to the intra-EU conflict of laws dilemma under the GDPR would be viable in terms of cross-border genetic research as well. Furthermore, it will be argued in the final part that Article 11 GDPR might lessen the relevancy of the question of applicable national law as long as the genetic data is used in research in at least pseudonymized (eg coded) form, provided that one given researcher or research entity does not or no longer has a need to re-identify the individuals concerned, and cannot do so himself or herself (eg does not have access to the key code in case of coded data).

II.. THE FRAGMENTED SUPRANATIONAL GOVERNANCE OF GENETIC RESEARCH {#sec2}
================================================================

As noted in the introductory part of this article, on a European level, genetic research might be subject to the Oviedo convention^[14](#fn14){ref-type="fn"}^ and its additional protocol concerning biomedical research,^[15](#fn15){ref-type="fn"}^ depending on whether these instruments have been ratified and implemented into national law by a given country.^[16](#fn16){ref-type="fn"}^ However, as noted earlier, these legal acts do not concern research making secondary use of biosamples and genetic data. The Oviedo convention does establish a general rule for the secondary use of biosamples under Article 22. However, Article 22 only sets a minimum threshold of due notification,^[17](#fn17){ref-type="fn"}^ and leaves it for national laws to regulate the matter (Art. 1 of the Oviedo convention).^[18](#fn18){ref-type="fn"}^

On a national level, some countries might have specific provisions governing human or even more particularly genetic research,^[19](#fn19){ref-type="fn"}^ whereas others might not have any such provisions in their national laws.^[20](#fn20){ref-type="fn"}^ Thus, what remains is EU law.

II.A.. EU law applicable to genetic research {#sec2-1}
--------------------------------------------

On the EU level, the GDPR and Regulation 536/2014 on clinical trials (estimated to be applied as of 2019)^[21](#fn21){ref-type="fn"}^ both (will) regulate genetic research to a limited extent. It must be noted that Regulation 2017/746 on *in vitro* medical devices^[22](#fn22){ref-type="fn"}^ (applied as of May 26, 2022) will regulate genetic testing as well, however, only in a healthcare context, and not regarding research (see Article 4 of Regulation 2017/746).

Regulation 536/2014 will apply to genetic research if it is conducted as part of a clinical trial, as the scope of the regulation is limited to clinical trials conducted in the EU (Art. 1 of Regulation 536/2014). However, it will to a limited extent affect genetic research carried out outside of the clinical trial as well. Namely, in Article 28(2) Regulation 536/2014 will govern consent procedures in regard to the (future) uses of the personal (including genetic) data obtained during the clinical trial^[23](#fn23){ref-type="fn"}^ as *lex specialis* in regard to the GDPR (see Recital 161 GDPR). All processing activities with such data obtained during the trial will nevertheless be subject to data protection rules.^[24](#fn24){ref-type="fn"}^ Hence, as far as applicable law to (genetic) research is concerned, sponsors of clinical trials will face the same questions of applicable national law as any other researcher in the EU conducting cross-border research with genetic data. The major difference between the future research use of genetic data obtained during clinical trials, on the one hand, and that obtained outside of clinical trials, on the other, will be the breadth of consent, ie the legal basis which can be relied upon in order to further use the genetic data in research. Article 28(2) of Regulation 536/2014 will enable sponsors of clinical trials to use the data obtained during the trials in the future for any scientific purposes outside of the trial, provided that they utilize the possibility to obtain such a broad consent as referred to in Article 28(2) of Regulation 536/2014. The GDPR does not specifically regulate consent for the (future) research use of (genetic) data, but does in Recital 33 recognize that Member States may adopt rules to allow consent to be given for 'certain areas of research' instead of providing a specific purpose(s) in the consent as required under the general consent rules regarding sensitive data in Article 9(2)(a) GDPR.^[25](#fn25){ref-type="fn"}^

Though some other specific rules can be detected in Regulation 536/2014 concerning data protection rules in the realm of clinical trials, these are not truly impactful. For example, in Recital 76 of Regulation 536/2014, in regard to the effect of withdrawal of consent, it is noted that this 'should not affect the results of activities already carried out, such as the storage and use of data obtained on the basis of informed consent before withdrawal'. The case is much the same under the GDPR, as the right to erasure and the right to object both have exceptions for research scenarios in Articles 17(3)(d) and 21(6) GDPR, respectively (hence enabling the further use of the obtained data in research, irrespective of possible withdrawal of consent, or desire to object on the part of individuals whose data is being used in research). Thus, the approach to the practical effect of withdrawal of consent in a research context in regard to the research use of already obtained personal data is much alike in both Regulation 536/2014 in terms of clinical trials and in GDPR in terms of any research making use of personal data.

Given the limited effect of Regulation 536/2014 on the research use of personal data, what remains of EU law in terms of genetic research is the GDPR. As a regulation concerning the protection of personal data, the GDPR, of course, is not a legal instrument specifically designed to govern human or genetic research. However, it does, to a certain extent, govern the use of personal data (including genetic data) for research purposes.

II.B.. Genetic research under the GDPR {#sec2-2}
--------------------------------------

In terms of substantive rules under the GDPR, there are none concerning genetic data specifically, aside from the discretion granted to Member States under Article 9(4), allowing them to 'maintain or introduce further conditions, including limitations, with regard to the processing of genetic data, biometric data or data concerning health'. Although the GDPR contains some significant exceptions in regard to the use of personal data in research, the use of sensitive personal data (eg genetic data) for research purposes will, as prescribed by Article 9(2)(j) GDPR, be subject to Member State or other applicable EU law (eg Regulation 536/2014 on clinical trials).^[26](#fn26){ref-type="fn"}^ The major exceptions that the GDPR does directly create to facilitate research interests are the exemptions from the purpose and storage limitations in Article 5 GDPR. Generally, personal data cannot be further processed for purposes other than those for which it was collected, and cannot be stored any longer than is necessary to fulfill such initial purposes, unless further storage and processing is done for, *inter alia*, research purposes (see Article 5(1)(b) and (e) GDPR). By lifting the purpose and storage limitations in the research context, the GDPR enables and facilitates the further use and flow of personal data for research and for cross-border cooperation in research within the EU.

The GDPR also recognizes the need for more lax consent rules in the research context; however, it does not establish any consent rules for research directly, but has given guidance in Recital 33 for Member States to do so. There are some other exceptions created for research in the GDPR, like the above-mentioned exceptions to the right to erasure (Art. 17(3)(d)) and the right to object (Art. 21(6)) when it comes to the research use of personal data.

Other than the few specific rules provided in the GDPR directly, the research use of personal data is subject to Member State or other EU law. Although the GDPR as a regulation of the EU is directly applicable and enforceable across all Member States---compared to its predecessor Directive 95/46/EC, which as a directive had to be implemented into national laws---in terms of research specifically, there are only few rules within the GDPR itself. This means that as far as research is concerned, the rules still have to be established under national or other EU law. Essentially, as the GDPR has left many important aspects of data processing in research to be regulated by Member State or other EU law, it has not really harmonized the research use of personal data across the EU, thus leading to the dilemma of applicable national law in cross-border scenarios.

II.C.. Discretionary clauses under the GDPR for genetic research {#sec2-3}
----------------------------------------------------------------

In terms of the discretion granted to Member States under the GDPR for regulating genetic research through the lens of data protection, four major aspects can be detected.

First, as noted above, in terms of genetic, health, and biometric data, Member States can under Article 9(4) GDPR introduce further conditions and limitations, which might include rules regarding the research use of these types of data.

Second, as mentioned in the discussion above regarding clinical trials and Regulation 536/2014, the GDPR allows in Recital 33 for Member States to establish more lenient consent rules than those established under Article 9(2)(a) GDPR. Meaning that in research, consent does not necessarily have to set out a specific purpose(s). According to Recital 33 GDPR, national rules may establish that in research consent can be given more broadly, for 'certain areas of research' (though still not as broadly as stipulated under Article 28(2) of Regulation 536/2014 on clinical trials).^[27](#fn27){ref-type="fn"}^

Third, the use of (sensitive) data in research *without* consent will be determined by national law (ie whether and on what conditions processing without consent is possible).

Fourth, as established in Articles 9(2)(j) and 89(2) GDPR, in regulating research, Member States have the discretion to provide derogations from a number of data protection rights otherwise provided to data subjects under the GDPR, namely the right of access by the data subject (Art. 15), the right to rectification (Art. 16), the right to restriction of processing (Art. 18), and the right to object (Art. 21).

To illustrate the third and fourth points, the examples of Estonian, German, and Austrian law will be used.

Under the Estonian data protection draft law (as of April 2018),^[28](#fn28){ref-type="fn"}^ it will be the controller or processor who shall decide upon restricting the rights of the data subject embedded in Articles 15, 16, 18, and 21 of the GDPR. The controller or processor can restrict the referred rights of data subjects if invoking these rights is likely to render impossible or seriously impair the achievement of the scientific or statistical purpose.^[29](#fn29){ref-type="fn"}^ The explanatory note to the draft law makes no comment on this.^[30](#fn30){ref-type="fn"}^

'Data controller' within the meaning of the GDPR refers to the one (be it a natural or legal person, or a public authority, etc.) who determines the purposes of and means for the use of the data (Art. 4(7) GDPR). Whereas 'data processor' refers to the one carrying out processing activities as determined by the controller (Art. 4(8) GDPR). In this light, it is highly dubious why the Estonian draft law would grant the processor the power to decide upon restrictions concerning the rights of data subjects. What is more, the data subjects' rights are established vis-à-vis the controller, and not the processor, making the inclusion of the processor in the referred clause even more illogical.

The Estonian approach resembles the relevant clause in the German implementation act.^[31](#fn31){ref-type="fn"}^ However, Section 27 of the German implementation act provides expressly in the law itself that, 'The rights of data subject provided in Articles 15, 16, 18 and 21 of \[the GDPR\] shall be limited to the extent that these rights are likely to render impossible or seriously impair the achievement of the research or statistical purposes, and such limits are necessary for the fulfillment of the research or statistical purposes.' Section 27 further adds specifically that the right to access under Article 15 of the GDPR does not apply in the research context if the provision of information would involve a disproportionate effort.

Despite the difference in wording---with the Estonian draft law stating that it is the controller or processor deciding upon such limitations, and the German implementation act prescribing these limitations directly in the law---in either case, it will be the data controller who will ultimately have to demonstrate that enabling data subjects to invoke their rights under Articles 15, 16, 18, or 21 of the GDPR would render impossible or seriously impair the achievement of the pursued research purposes.

Unlike the Estonian and German examples, the Austrian data protection law^[32](#fn32){ref-type="fn"}^ does not seem to stipulate limitations to data subjects' rights when it comes to research uses of (sensitive) personal data, as could have been done according to Article 89(2) GDPR. Furthermore, the Austrian law sets out in § 7(3)^[33](#fn33){ref-type="fn"}^ that special categories of personal data (including genetic data) may only be used for research purposes without the consent of data subjects upon the permission of the Austrian Data Protection Authority and in case there is important public interest in regard to such research (*wichtiges öffentliches Interesse an der Untersuchung*). Whereas its German counterpart^[34](#fn34){ref-type="fn"}^ approaches this from a slightly different angle, stipulating in Section 27(1) that special categories may be used in research without consent 'if such processing is necessary for these \[scientific research\] purposes and the interests of the controller in processing substantially outweigh those of the data subject in not processing the data.'^[35](#fn35){ref-type="fn"}^

Thus, under Austrian law, the assessment to determine the legality of using (sensitive) data in research without consent seems to be an objective one, aimed at determining the existence of an important public interest in the specific research, and it seems that the assessment is carried out by the Austrian Data Protection Authority whilst considering whether to give permission or not. Whereas in the German case, the assessment seems to be a subjective one of weighing the interests of the researcher on the one hand, and those of the data subjects on the other. It seems from the German act that this assessment is to be carried out by the researcher himself.

II.D.. Concluding remarks on the governance of genetic research under the GDPR {#sec2-4}
------------------------------------------------------------------------------

Essentially, the GDPR regulates the use of personal data in research as far as lifting the purpose and storage limitations in Articles 5(1)(b) and 5(1)(e), and creating further exemptions in certain regards to certain rights of data subjects (Arts. 14(5)(b), 17(3)(d), and 21(6) GDPR), and to the extent of establishing vague safeguard requirements in Article 89(1) and allowing Member States to establish significant derogations from the rights of data subjects in Article 89(2), whilst leaving the use of sensitive data in research to be regulated in Member State or other applicable EU law (Art. 9(2)(j) GDPR). Although the GDPR recognizes in Recital 33 that in terms of research more lax consent requirements might be necessary by allowing consent to be given to 'certain areas of scientific research' instead of strictly 'specific purpose(s)' (as is the general rule for sensitive data under Art. 9(2)(a) GDPR), a recital cannot establish a binding legal rule, and thus, the matter of the breadth of consent in research will be up to national laws as well.

The above can be summed up in the following scenario to exemplify the dilemma of intra-EU applicable law in a research context under the GDPR. If a research entity in a given Member State wants to incorporate genetic data from people across Europe into their dataset, the following questions are likely to arise. If the data have been obtained for research based on consent, the law of which Member State applies to that consent, and how broad can the consent under the applicable national law be? Does the consent have to comply with the rules of the Member State in which it was obtained, or with those of the Member State in which research is to be conducted (or both)? If these rules differ, which ones should be applied? If the data have been obtained for other purposes (eg healthcare) or the consent does not cover the planned research activities, in order to use the data in research without having to obtain (new) consent, should the researcher follow the rules of the country in which he operates, or those of the Member States in which the data have been obtained from the individuals? Regardless of the legal basis for the use of the data, which individuals could possibly invoke the right to object under Article 21 GDPR? Although Article 21(6) GDPR provides for a directly applicable exception in the research context, this is limited to cases where the processing is necessary for the performance of a task carried out for reasons of public interest. Otherwise, the applicability of the right to object will depend on Member State law (See Arts. 9(2)(j) and 89(2) GDPR). If the law applicable to the research would be the one of the Member State where the research entity carries out its activities, the research entity could rely on that single set of rules. However, if applicable law would depend on where the data were obtained from individuals (ie most likely the Member State of residence of the individual), the research entity would essentially have to apply different rules to one dataset.

Article 11 GDPR might come in handy for the researcher in this example if the researcher does not or no longer needs to re-identify individuals (and disposes of the means to do so). In this case, Article 11 GDPR might relieve the researcher from having to adhere to the rights of data subjects embedded in Articles 15 to 20 GDPR (ie excluding the right to object in Art. 21 GDPR). However, in certain types of research like rare disease research, re-identification is necessary.^[36](#fn36){ref-type="fn"}^ The possibilities associated with Article 11 GDPR in the research context will be further elaborated upon in Section [IV](#sec4){ref-type="sec"} of this article.

III.. THE INTRA-EU CONFLICT OF LAWS UNDER THE GDPR {#sec3}
==================================================

Unlike its predecessor Directive 95/46/EC in Article 4, the GDPR does not establish any rules for an intra-EU conflict of laws scenario. In fact, the only reference to applicable national law is hidden in one single recital: Recital 153. The latter addresses exemptions and derogations made in the effort of reconciling the right to the protection of personal data with the right to freedom of expression and information. Recognizing that with the discretion afforded to Member States in this regard such exemptions and derogations might differ across the EU, Recital 153 sets out that 'the law of the Member State to which the controller is subject should apply'. Which law the controller is subject to is, however, not clear from the GDPR.

The GDPR establishes under Article 3 the territorial scope of the regulation itself, and essentially the conflict of laws rule in regard to the EU and other territories. Under Article 3(1) GDPR, the regulation is applied 'to the processing of personal data in the context of the activities of an establishment of a controller or a processor in the Union, regardless of whether the processing takes place in the Union or not'. Where there is no such establishment in the EU, under Article 3(2) the GDPR is still applied if the personal data of data subjects who are in the EU is processed in relation to the offering of goods or services (irrespective of payment), or to the monitoring of their behavior taking place within the EU. However, the question of applicable national law in a conflict of laws scenario within the EU remains unanswered.

III.A.. National applicable law under directive 95/46/EC {#sec3-1}
--------------------------------------------------------

Article 4(1) of Directive 95/46/EC set out in regard to applicable national law that a Member State shall apply their data protection law where 'the processing is carried out in the context of the activities of an establishment of the controller on the territory of the Member State'. The Court of Justice of the European Union (CJEU), in 2015 in the *Weltimmo*^[37](#fn37){ref-type="fn"}^ case, referred to Recital 19 of Directive 95/46/EC, explaining that 'establishment' is to be understood as the (at least minimal) effective and real exercise of activity through stable arrangements, and that the legal form of such an establishment, whether simply a branch or a subsidiary with a legal personality, is not the determining factor.^[38](#fn38){ref-type="fn"}^ The same principles in terms of determining the existence of an 'establishment' are embedded in Recital 22 GDPR. In the later case of *VKI v Amazon*^[39](#fn39){ref-type="fn"}^ in 2016, the CJEU reiterated the referred principles and further emphasized in its ruling in regard to ascertaining the existence of an establishment in order to determine applicable national law that, 'It is for the national court to ascertain whether that is the case.'

Essentially, the *Weltimmo* judgement made it clear that in regard to the question of applicable national law in data protection, it bears no relevance where a company is formally registered, or what the nationality of the data subjects is. What matters according to the *Weltimmo* judgement is, real and effective (even if minimal) activity in a given Member State through stable arrangements (ie establishment), in the context of which personal data processing is carried out.^[40](#fn40){ref-type="fn"}^ In the specific case at hand in *Weltimmo*, the latter was illustrated by the facts that Weltimmo (a company registered in Slovakia) ran a website in the Hungarian language, advertising properties located in Hungary, and had a representative in Hungary 'responsible for recovering the debts resulting from that activity and for representing the controller in the administrative and judicial proceedings relating to the processing of the data concerned.'^[41](#fn41){ref-type="fn"}^

III.B.. Possible solutions from other sources to the intra-EU conflict of laws dilemma under the GDPR {#sec3-2}
-----------------------------------------------------------------------------------------------------

As noted above, unlike Directive 95/46/EC, the GDPR does not address the question of applicable national law, but only that of the applicability of the GDPR itself (Art. 3 GDPR). Presumably this is due to the fact that the GDPR as a regulation (ie being of a directly applicable and enforceable nature across all Member States) was meant to harmonize data protection laws across the EU, and as such the question of applicable national law could have been presumed to be obsolete. However, that is clearly not the case in a number of aspects, including in the research context, as illustrated in Section [II](#sec2){ref-type="sec"} of this article (but also, eg, in the above-mentioned case of the media exceptions, acknowledged in Recital 153 GDPR).

In terms of the lack of rules concerning the intra-EU conflict of laws, some have considered the Rome regulations on applicable law as an alternative regulatory source for establishing conflict of laws rules in data protection as well.^[42](#fn42){ref-type="fn"}^ The possibility of applying the Rome II regulation in regard to non-contractual obligations^[43](#fn43){ref-type="fn"}^ has been negated in terms of data protection, since in Article 1(2)(g) the latter excludes from its scope non-contractual obligations arising out of violations of privacy and rights relating to personality, including defamation.^[44](#fn44){ref-type="fn"}^ The application of the Rome I regulation concerning contractual obligations^[45](#fn45){ref-type="fn"}^ is theoretically possible to the extent of personal data processing within contractual relationships.^[46](#fn46){ref-type="fn"}^

However, this solution is incomplete for obvious reasons as it would only provide an answer in terms of contractual relationships; not to mention that it only concerns the context of private law, and therefore disregards all other scenarios. Furthermore, this does not provide a complete answer for the question of applicable national law in (genetic) research, as there need not be a contractual relationship between the researcher (ie data controller) and the research subject (ie data subject).

On the one hand, in scenarios in which the researcher recruits research participants, obtains informed consent from them, and thereafter retrieves the tissue (and subsequently the data from the tissue) directly from participants, a semicontractual relationship is formed (semicontractual in the sense that the research participant has the right to withdraw at any time and thus unilaterally terminate the relationship at any point, thus going against the binding nature of contracts; but much like a contract in many other aspects, eg in terms of the binding obligations of the researcher, possible confidentiality agreements, etc.). On the other hand, genetic data can be obtained from sources other than the data subject (from a third controller, eg a central research database, a clinical facility, or a commercial testing facility). In these cases, there would clearly be no (semi-)contractual relationship between the researcher and the individuals whose data are concerned.

Hence, the Rome I regulation could theoretically only be a point of reference for applicable national law as far as a (semi-)contractual relationship can be detected between the researcher and the data subject. In such cases, Article 6(1)(b) of Rome I would then likely lead to the conclusion that the law of the country from which the individual was recruited should apply. Even if a choice-of-law clause were to be provided in the informed consent form, this could not deprive individuals of the rights that cannot be derogated from under the law of the country from which they were recruited (Art. 6(2) Rome I).

However, in cases in which no contractual relationship can be said to exist between the researcher and the data subject, there is no source other than the GDPR itself for determining the question of applicable national law. Furthermore, it is arguable whether a fragmented approach to the question of applicable national law under the GDPR depending on the nature of the relationship between the data controller and the data subjects should be desirable. In fact, it could lead to a completely illogical outcome. For example, once the data are made available or transferred to a third party researcher, data subjects still have data protection rights vis-à-vis that third party researcher, but no (semi-)contractual relationship could be argued to exist between the third party researcher and the data subjects. In the latter case, Rome I regulation could no longer apply, and the rules for determining the applicable law and thus the applicable law itself might ultimately differ once the data are transferred from one researcher to the other. This, in turn, would render the matter of applicable law and substantive safeguards as unclear as possible (both from the perspective of researchers and data subjects).

III.C.. Possible solutions within the GDPR to the intra-EU conflict of laws dilemma {#sec3-3}
-----------------------------------------------------------------------------------

One method that could be applied in the quest for answers in solving the dilemma of applicable national law is analogy. As noted earlier, Recital 153 GDPR briefly addresses the issue of an intra-EU conflict of laws in the context of exemptions and derogations related to the freedom of expression. Recital 153 GDPR sets out that the national law to be applied should be that to which the controller is subject to (ie the person or entity determining the purposes and means of processing, such as a researcher determining the use of personal data in their research).

The same rule could be followed in terms of exemptions and derogations in regard to the use of personal data in research. 'The law to which the controller is subject to' could be determined, again, via analogy, relying on Article 3 GDPR that addresses the territorial scope of the GDPR. The result would be that the national law of a given Member State would be applied to the processing of personal data in the context of the activities of an establishment of a controller or a processor in that Member State, regardless of whether the processing itself takes place in that Member State. This would then much resemble the *Weltimmo* approach of determining whether an 'establishment' can be determined to exist in a certain Member State, ie whether the data controller 'exercises, through stable arrangements in the territory of that Member State, a real and effective activity---even a minimal one---in the context of which that processing is carried out.'^[47](#fn47){ref-type="fn"}^

Upholding the *Weltimmo* approach under the GDPR would, of course, depend on respective developments in the case law of the CJEU or relevant guidelines issued by the European Data Protection Board (See Art. 68 ff. GDPR). The above could theoretically be one way of determining the national law applicable to data controllers.

Though the above-proposed approach to solving the intra-EU conflict of laws in data protection might theoretically work on a general scale (as this approach has been established and employed by the CJEU in its case-law already), the next question is, whether the proposed approach would be feasible in specifically the research context as well.

IV.. APPLICABLE NATIONAL LAW TO CROSS-BORDER GENETIC RESEARCH WITHIN THE EU {#sec4}
===========================================================================

Research making use of genetic data often involves cross-border cooperation, both between certain specific institutions and via central databases. It might entail the exchange of data, or biosamples from which data can be derived from. Furthermore, submission of sequencing data to central databases might be encouraged or even required in regard to scientific publications making use of such data.^[48](#fn48){ref-type="fn"}^ Data protection aspects of, for example, submitting human whole-genome sequencing data to databases such as the European Genome-phenome Archive^[49](#fn49){ref-type="fn"}^ will depend on relevant national laws.

As noted in the introductory part of this article, the nature of human DNA sequencing data with its essentially boundless informational potential warrants for particular considerations in regard to applicable rules and safeguards. Furthermore, as evidenced in Section [II](#sec2){ref-type="sec"} of this article, the conditions for using any sensitive data might differ from one Member State to another, but specifically in regard to genetic, health, and biometric data, as these types of data are subject to additional discretion of Member States under Article 9(4) GDPR. Thus, the question of applicable law is highly relevant in cross-border genetic research.

It will be argued in this section that the general rules of applicable national law used in data protection (addressed in Section [III](#sec3){ref-type="sec"} of this article) might not be suitable for the research context. Furthermore, an analysis of Article 11 GDPR will show that if genetic data is used in pseudonymized (eg coded) form, without direct identifiers to the individuals, and without a given researcher being able to re-identify the individuals, adherence to the rights of data subjects might be rendered less of a problem.

Before turning to the matter at hand, to clarify, as far as the biospecimens (from which the genetic data is retrieved) are concerned, as noted at the beginning of Section [II](#sec2){ref-type="sec"} of the article, one single supranational rule can be determined in Article 22 of the Oviedo convention, laying down the minimum threshold of due notification for the secondary use of biosamples. The determination of the law applicable to the biosamples will not be further elaborated on in this article, and shall be left for future analysis. However, it is important to note that although the data protection framework does not apply to tissue as such (it is not data, but a carrier of data), once data are being retrieved from the tissue, and as soon as the potential of identifiability arises, the personal data protection framework comes into play. Thus, from the perspective of privacy and data protection interests of individuals, the law applicable to the tissue as such is secondary compared to the law applicable to the personal data retrieved therefrom.

IV.A.. Applying a general intra-EU conflict of laws rule in the context of genetic research: provision of goods and services vs research {#sec4-1}
----------------------------------------------------------------------------------------------------------------------------------------

As concluded in Section [III](#sec3){ref-type="sec"} of the article, a possible approach to the intra-EU conflict of laws under the GDPR could theoretically be the continuance of the *Weltimmo* approach of the CJEU applied in regard to Directive 95/46/EC and its Article 4. However, the question is whether this general rule could be successfully applied in genetic research as well. It will be argued here that a general conflict of laws rule would not provide an effective means to guarantee data subjects' rights and the effective exercise of such rights in a research context without compromising the interests of researchers, or vice versa.

Directive 95/46/EC was designed primarily to enable the free flow of data in an open market whilst safeguarding individuals' rights in terms of their personal data (see Recital 3 of Directive 95/46/EC). In that light, Article 4 of Directive 95/46/EC along with relevant case law of the CJEU in regard to a possible intra-EU conflict of laws scenario was very much focused on specifically the cross-border provision of goods and services. The provision of goods and services, however, and the processing of personal data in regard to such activities, is inherently different from the use of personal data in research. First, in most cases, the processing of personal data within the context of the provision of goods and services presumes direct involvement of the individuals whose data are processed. Of course, data controllers still have limited options to process the data obtained during the provision of goods and services for other purposes as well. For example, though personal data might be processed based on consent for specified purposes (Arts. 6(1)(a) or 9(2)(a) GDPR), or without consent for the performance of a contract (Art. 6(1)(b) GDPR), the same data might be further processed for purposes of legitimate interests pursued by the controller or by a third party (Art. 6(1)(f) GDPR), as long as the purpose limitation is adhered to (Arts. 6(4) and 5(1)(b) GDPR).

However, as far as research use of personal data is concerned, the storage and purpose limitations are lifted (Art. 5(1)(b) and (e) GDPR).^[50](#fn50){ref-type="fn"}^ This means that personal data can be further used for research regardless of possible initial limitations, such as those laid out in the consent based on which the data were obtained, or limitations established by law in regard to processing without consent (eg in cases where health or genetic data can be processed in a health care context without consent, but only for purposes of providing health care services). The lifting of the purpose limitation further enables cross-border dataflow and essentially unlimited secondary processing of (sensitive) personal data.

It is interesting to note that in terms of cross-border dataflow, the GDPR in most part only addresses data transfers to third countries or international organizations. For example, in terms of the data controller\'s obligation to provide information to data subjects---both in cases where data have been obtained from data subjects (Art. 13 GDPR) and from other sources (Art. 14 GDPR)---the controller needs to notify individuals about the intent to transfer their data to third countries or international organizations (see Arts. 13(1)(f) and 14(1)(f) GDPR). Transfers to other Member States are not addressed in the GDPR, presumably because in the case of intra-EU data transfer, the GDPR would clearly apply anyway. However, the devil lies in the details, which in this case is the vast discretion given to Member States in regard to regulating the use of personal data in research, thus making intra-EU data transfers relevant as well.

Second, in the case of the provision of goods and services, the interests involved are mainly private interests: those of the party offering goods and services on the one hand, and those of the individuals receiving them on the other. This leads to the simple basic rule that if a party is interested in offering goods or services in a given Member State, the data protection rules of that Member State need to be adhered to. Whereas in the case of research, there are not necessarily any activities directed to individuals in any particular Member State (unless research participants are being recruited), and the interests involved on part of the researchers are not merely private interests of the researchers themselves, but what comes into play is the public interest in gaining new knowledge that could potentially lead to better health and life outcomes. This leads to two crucial differences between the question of applicable national law in research on the one hand, and in 'business' (for lack of a better term to indicate all other private relationships within which personal data is being utilized) on the other hand. First, a researcher does not need to have an 'establishment' in a given Member State as defined in data protection law in order to utilize personal data for research purposes, as storage and purpose limitations do not apply and further processing beyond initial purposes is possible (subject to national or other EU law). Second, in the research context the 'one or the other' choice of applicable national law will lead to a 'lose-lose' scenario as ensuring the compliance to data protection rules established in the national laws of concerned individuals might lead to compromising not just private interests, but public interests in certain types of research being conducted (ie first and foremost the types of research in which data of individuals from multiple Member States need to be accumulated).

The specific difficulties of the conflict of laws question in a research setting can be illustrated by the following example. Relying on Article 89(2) GDPR, Member State A (MS A) has established in its national law a derogation from the right to object in the research context. Member State B (MS B) has not done so, and the right to object under Article 21 GDPR can be invoked in terms of processing activities in the research context as well. Researcher in MS B has carried out a research project during which he had the DNA of 500 participants sequenced, having obtained prior informed consent that allows the data to be used in a certain area of scientific research (as referred to in Recital 33 GDPR). The consent does not address data sharing, but only limits the further use of the data by referring to a certain area of research. The researcher from MS B shares the data from the database he has established during that research with a researcher in MS A to be used in research in MS A. The researcher in MS A is not just relying on data received from MS B, but is compiling a dataset containing data of individuals from multiple other Member States as well. Now the question is, could the individuals from MS B object to processing activities that are part of the research carried out by the researcher in MS A? Would then the laws of MS A or MS B have to be applied in this scenario in regard to the rights of data subjects?

The researcher in MS A does not have an establishment in MS B, nor does he direct to or carry out any activities in MS B. He simply makes in his research use of the genetic data obtained by the researcher in MS B from individuals residing in that Member State. Under the *Weltimmo* criteria, the researcher in MS A would not be subject to the data protection laws of MS B. In this sense, the *Weltimmo* approach would not be of use for the data subjects who might wish to object to the processing. On the other hand, if the researcher in MS A were to combine genetic data obtained from individuals in multiple Member States, it would be quite difficult if not impossible for him to follow different rules of different Member States in terms of one dataset.

Though, in the case of specifically the right to object, the researcher in MS A might be able to invoke Article 21(6) GDPR, which creates an uniform derogation from the right to object in a research context, provided that 'the processing is necessary for the performance of a task carried out for reasons of public interest'. However, in order to do so the research would have to be considered a 'performance of a task carried out for reasons of public interest' (eg for public health purposes). Furthermore, this exception in and of itself raises a number of questions, eg whether the determination of public interest should be determined on a global, regional, EU, or national level (and in the latter case, the public interest of which Member State should prevail).

IV.B.. Article 11 GDPR as part of the discussion of the dilemma of applicable national law {#sec4-2}
------------------------------------------------------------------------------------------

Another factor to be considered in any discussion concerning research regulations under the GDPR is Article 11. The latter stipulates that if a given controller does not or no longer needs to identify individuals, Articles 15--20 GDPR do not apply. Notably, Article 21 GDPR and the right to object are not included in Article 11 GDPR. However, Article 11 GDPR does include the right of access (Art. 15), the right to rectification (Art. 16), the right to erasure or the 'right to be forgotten' (Art. 17), the right to restriction of processing (Art. 18), the obligation of controllers to notify recipients of data of requests regarding rectification, erasure or restriction of processing (Art. 19), and the right to data portability (Art. 20). Thus, if a Member State has not used the opportunity provided in Article 89(2) GDPR to create derogations from the rights in Articles 15, 16, and 18, these might still not apply if Article 11 GDPR comes into play.

Generally, the GDPR clearly applies to pseudonymized (eg coded) data (Rec. 26 GDPR); however, Article 11 de-identification is not concerned with whether data could enable identification in general, but whether a specific controller could identify data subjects.^[51](#fn51){ref-type="fn"}^ In other words, with Article 11, the assessment of the possibility of identification is limited to a specific controller (eg one researcher or research entity). For example, if a researcher uses genetic data in pseudonymized (eg coded) form, without being able to re-identify the individuals himself (although a partner institution of central database might hold the relevant keycode), this would trigger Article 11 GDPR.

Hence, pseudonymization in the hands of one controller, who is not able to reverse the pseudonymization process himself or to identify data subjects based on the data available to him, might be enough to trigger Article 11.^[52](#fn52){ref-type="fn"}^ The applicability of Article 11 GDPR in a specific research context, of course, will depend on the nature of the research and the further interests of the researcher in terms of the data, ie whether re-identification by the controller himself would be necessary.^[53](#fn53){ref-type="fn"}^ If Article 11 GDPR could be invoked, the question of applicable national law would become irrelevant as far as possible derogations from data subjects' rights established under Articles 15 to 20 GDPR are concerned.

V.. SUMMARY {#sec5}
===========

As a directly applicable and enforceable legal instrument of the EU, the GDPR was meant to harmonize data protection rules across all Member States. However, it still leaves many nuances of data protection to be regulated in national laws. For one, rules governing the use of personal data in research will remain fragmented (Arts. 9(2)(j) and 89 GDPR), as might the conditions for using (including in research) specifically genetic, health, or biometric data (Art. 9(4) GPDR).

The differences between national laws in regard to genetic research will depend on (1) whether a Member States has adopted specific conditions for the use of genetic data as made possible under Article 9(4) GDPR; (2) whether a Member State has opted for a broader informed consent notion in research than the general consent conditions applicable to sensitive (including genetic) data under Article 9(2)(a) GDPR, in accordance with the guidance provided in Recital 33 GDPR; (3) whether and on what conditions a given Member State allows for the use of genetic data in research without consent; (4) whether and which rights of individuals has a given Member State opted to provide derogations from for purposes of research, as provided under Article 89(2) GDPR. Thus, the question of applicable national law within the EU in cross-border genetic research is of clear practical relevance.

The approach to the dilemma of applicable national law on a general level under the GDPR could theoretically remain the same as it was under Article 4 of Directive 95/46/EC, and as established in the *Weltimmo* case by the CJEU (subject to development of relevant case law by the CJEU, or respective guidance by the European Data Protection Board). In this case, national applicable law would depend on a data controller having an establishment and (at least) minimal real and effective activity (in the course of which personal data is being processed) in a given Member State for the national law of the latter to apply.

However, this approach would prove difficult to apply in a research context seen as the notions of 'establishment' and 'real and effective activity' would only arise if a research project would entail the recruitment of research participants from a given Member State. In a research scenario in which individuals are not directly involved, and the necessary data are obtained from other data controllers (eg clinical facilities, research facilities, central research data bases, etc.), the applicable national law in such a research context, if determined in line with the *Weltimmo* approach, would always be that of the Member State where the researcher carries out his research activities. This, in turn, carries the risk of creating a forum-shopping effect, and, most importantly, might strip individuals of the possible additional guarantees and safeguards provided by the Member States of their residence.

What might have some impact on this dilemma is Article 11 GDPR. The latter is designed to relieve data controllers of certain obligations vis-à-vis data subjects if a given controller does not or no longer needs to identify the individuals. In research, this would be applicable for example if pseudonymized (eg coded) data is utilized in research. Though generally pseudonymized data is clearly covered by the GDPR, it is likely to meet the de-identification standard of Article 11 GDPR if a researcher does not hold the keycode, ie is not able to re-identify the individuals himself (though other parties might be able to do so, eg the party holding the key code or a party holding additional information that could be combined with the de-identified data and thereby enable identification of individuals). This would make the question of applicable national law obsolete as far as derogations from rights under Articles 15 to 20 GDPR are concerned.

Though one could fault the GDPR for not providing answers to the question of applicable national law, it appears that any such rules could not truly provide for a satisfactory outcome. Whether the law of one or the other Member State were to be applied, it would have to be either the interests of data subjects or those of researchers sacrificed in a cross-border research scenario. As such, ultimately, this regulatory challenge would be best solved by creating basic uniform rules on the EU level for the use of personal (and, particularly, sensitive) data in research.
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